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About this User Guide
Copyright 2021 by Digital Keys Pty Ltd.
Level 1, 1 Tonsley Blvd,
Tonsley South Australia, Australia 5042

https://www.digitalkeys.io/

Edition: 2022101

Version: 1.0

Document number: SAMS1.docx

This issue replaces all previous issues. All previous issues are invalid. The information in this manual can
be changed without prior notice.

Passing on or copying this document, using and providing information on its contents is prohibited
unless expressly permitted. Infringements shall be subject to compensation claims. All rights
reserved in the case of patent award or listing of a registered design.

The arrangement of information for this document is to the best of our knowledge and belief. Digital Keys
Pty Ltd assumes no guarantee for the accuracy or completeness of the contents of this document. In
particular, Digital Keys Pty Ltd cannot be made liable for consequential damages which are due to
erroneous or incomplete information. As mistakes can be made despite our best possible efforts, we would
be very thankful for any corrections which you may find necessary.

Safety and warning instructions

e This document is meant as a user guide describing the process of connecting your DIGITALKEYS
smartlocks to software, apps and local network.

e The DIGITALKEYS smartlocks may only be used for the purpose specified

e This User Guide should be kept accessible.

¢ lllegal changes and the use of spare parts as well as accessories that have not been sold or
recommended by the manufacturer of this unit can cause fires, electric shocks and injuries. Such
measures lead to an exclusion of liability, and the manufacturer accepts no responsibility.

e Repairs may only be carried out by the manufacturer or accredited distributor/re-seller.

e Basis for the guarantee of the manufacturer is the version of the warranty policy for the unit at the
time of purchase. No liability is accepted for inappropriate, incorrect manual or automatic setting of
the parameters for the device, or its improper use.

e The distributor/re-seller in conjunction with the lock purchaser (if required), is responsible for
ensuring that the device is assembled and mounted according to the recognised technical
guidelines as well as other valid regulations in the country of use
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1.0 PURPOSE

This document is meant as a user guide describing how to use the DIGITALKEYS
Smart Access Management Software to manage all of your DIGITALKEYS
smartlocks, using features such as ‘Create Digital Keys’, ‘Add New Users’, ‘View
Events’, ‘Remote unlock’ and more.

This document is also a minimal one-time process guide to register and attach
DIGITALKEYS smartlocks to your software/app accounts and to connect to your
local 5G IoT network (NB-IoT, LTE-M networks).
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2.0 SIGN UP AND CONFIGURE SMART ACCESS

MANAGEMENT SOFTWARE TO YOUR SMARTLOCK

When you place your order for a smartlock from DIGITALKEYS (or an official local
distributor/re-seller) you will be asked to provide one hame and email address to be
your nominated ‘account administrator — this is usually the person buying the locks.
Only one person can take on the role of account administrator.

When you receive your smartlock, you will receive instructions in the box on how to
signup for your Smart Access Software Account at AWS marketplace.

After registering your account at the AWS marketplace (just one time), log into your
Smart Access Software account everytime by clicking the log-in button at the top of
the DIGITALKEYS website https://www.digitalkeys.io/

After you have signed up for your software account, you can also use the same
username and password to sign in to the Digital Keys app (available to download for
free in the App Store (Apple iPhone) and Google Play Store (Android).

NOTE; As account administrator you can add anytime other users and their roles to
the smart lock management software/system. Whenever the account administrator
adds a ‘new user’ in the system to access the smart management software the new
user will receive an email from info@digitalkeys.co inviting them to set up a new
username and password. Please check all inboxes including SPAM for the email
invite from info@digitalkeys.co to initially set up password and log in.
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3.0 DASHBOARD HOMEPAGE

KEVS

The Dashboard Homepage provides shortcuts to the features of the Management
Software such as ‘Create Digital Key’, and ‘Add New User’.

You can also view maps with the drop PIN marker highlighting the location of all your
smartlocks (whether they be in one location or multiple locations, or moving around
(tracking with GNSS). By clicking the drop PIN you can bring up a list of all of your
smartlocks and interact with them, such as clicking on the remote unlock button to
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4.0 SET UP YOUR SMARTLOCK (ONE TIME ONLY)

After you have received your smartlock, you will need to attach it to your software
account, digital keys apps and get it connected to your local 5G IoT network. The
first step is to attach your smartlock to a building or site in the software, and to add

mapping.

1. Choose the building page from the left-hand menu or on the dashboard home page

KEY&h Smart X Welcome demo demo demo demo ~
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2. Enter the details about the building/site in all the fields.
NOTE: If you want to drop a PIN on the maps and then click on this PIN to open all
the smartlocks at this building/site, then enter the latitude and longitude coordinates
(OPTIONAL). The latitude and longitude details can be found by selecting your
building/site in Google Maps and then right clicking on a drop PIN will bring up a
window with the latitude and longitude coordinates.

Smart
Sa A:;ss X Welcome demo demo e oldemoLey

Register a Building
ol euic nes Name | Required
Morrill Tower - Student Accommodation Building 1900 Cannon Dr
Latitude
E.g.-35.008835929
Longitude
E.g. 138.574527041
Street number
1900
Street
Cannon Dr
City/Town/Suburb
Columbus
State

OH
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3. When you have finished entering in the details about the building or site where the

smartlock will be located, then click the ‘Submit’ button.

ﬂ Buildings

Smart
Access x

R
Street

E.g. Tonsley Blvd
City/Town/Suburb

E.g. Clovelly Park
State

E.g. Adelaide
Postcode

E.g. 5042
Country

Afghanistan

Perform geocoding?

Welcome demo demo

Cancel

demo demo ~

4. The details of your building/site will then be listed in the buildings table such as
outlined below. These details will also show up in the events table as events occur.

KEYS

dﬂ Buildings

Smart
Access

X

Buildings

Buildings

ID Name

E

Cannon Dr

Co-Lab shared office
a The Grand Budapest Hotel

Welcome demo demo

Latitude

Morrill Tower - Student Accommodation Building 1900

40.00031

50.2194298

Address

1900 Cannon Dr, 43210 US

Level 1, 1 Tonsley Blvrd, 5042
AU

2 Mirové nam., 360 01 CZ

demo demo ~

Smart Locks

View Smart
Locks

View Smart
Locks

View Smart
Locks
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5. Now you need to attach your smartlock to your building/site you just created in the
software. Click on the view smart locks button next to the building/site you have just
created.

=7 Smart
KEYS\ X Welcome demo demo demo demo ~
Access
Buildings
o] Buildings .
Buildings
ID Name Latitude Longitude  Address Smart Locks
Morrill Tower - Student Accommodation Building 1900 View Smart
42 40.00031 -83.02197 1900 Cannon Dr, 43210 US
Cannon Dr Locks
Level 1,1 Tonsley Blvrd, 5042 View Smart
24 Co-Lab shared office
AU Locks
P View Smart
The Grand Budapest Hotel 50.2194298  12.8788347 2 Mirové nam., 360 01 CZ Locks

6. This will pull up an empty list of smartlocks attached to this building/site. Click on
‘New’ button.

KEYS\ Smart X Welcome demo demo demo demo ~

Access

Building 42 Smart Locks

Smart Locks

B smartlocks m

ID Name Description Address
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7. Begin filling out details about your smartlock. Give it a name such as ‘Front door’ or

Smartlock 101, and give the lock a description to help you and your users know what
they are looking for — e.g ‘2" door on left of ground hallway’

< C A Notsecure | accessdigitalkeys.io/smartLocks/register = o O e i

Smart
Access

X Welcome demo demo demo demo ~

Register a Smart Lock

Name | Required

E.g. Storage closet lock
B smart Locks
Description

E.g. Lock for the storage closet

Locked

Select a Building or enter an address | Required
Building
None +
Latitude
E.g.-35.008835929
Longitude
E.g. 138.574527041

Street number

Eg.23

8. Add the smartlock IMEI and SIM PUK code (found on a sticker on the back of your

smartlock). If you have multiple smartlocks when the time comes to install them, use
them in the field, make sure you physically install each one in the locations you have
specified in the software, using the IMEI as a unique device ID. Click the submit
button when you have finished entering all the details.

ir::e:s X Welcome demo demo demo demo ~
E.g. Adelaide
Postcode
Eg. 5042
8 smart Locks Country
Afghanistan :

Enter the Smartlocks IMEI number (found on sticker on the back of the lock) below'
E.g. 867726033597032
Enter the Sim PUK Code below (found on sticker on the back of the lock)

E.g. 89610180003165735629

Perform geocading?

O

Cancel
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9. If you have entered all details correctly, your smartlock will show up on the list of

smartlocks attached to that building/site (e.g see below)

Smart
Access

Welcome demo demo demo demo ~

X

KEVS

Smart Locks

Smart Locks

(5 Smart Locks

()

ID Name Description Building

n Main front door entrance Entry is via 2nd level overpass Lobby Building = r_f 7]
Co-Lab shared office front door enter from southern end of car park up the exterior stairs Russell building ﬂ = o o
B Storage closet Keeps the storage closet safe in the Grand Budapest Hotel Office Building "’ U 7]

10. Congratulations your smartlock is now set up and ready to use! Please move onto
the next section to see what you can now do with your smartlocks.
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5.0

5.1

KEVS
MANAGING YOUR SMARTLOCKS

CREATE NEW USERS

The ‘Users’ feature enables the account administrator to add permanent or semi-
permanent users to their account, in addition to being able to great 'user groups'
such as visitors or contractors (see next section for adding user groups). Adding new
users is required to track their events, and so they can receive their digital keys in
their Digital Keys smartphone app.

Create new 'User’ by selecting the left menu item named ‘Users’, or click the ‘add
new user’ button on the home dashboard.

Smart
Access

X Welcome demo demo demo demo =
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Fill in all details for your new user. For your new user to receive their digital key in
their digital keys app, you will need to create a new account for them, and they will
need to user their email and the password you create for them to log into their Digital
Keys app account. Unless you want the new user to access all features of your
account, select ‘user’ in the role field. Click submit when finished entering the details
in all the fields.
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Access

Welcome demo demo

Create an account
Email | Required

e.g. johnsmith@email.com
Firstname | Required

e.g. John
Lastname | Required

e.g. Smith
Password | Required

Password

Must be between 8 and 32 characters
Confirm password | Required
Confirm password

Role | Required

SUPER ADMIN

KEVS

demo demo ~

After clicking ‘submit’ the user is added to the system, and is listed amongst other
Users in a table and stored in the system (e.g see below). You are ready now to
create time-sensitive digital keys for this user, and track their events.

KEYS'

88 users

Smart
Access

Users

1

a. o
\‘.E E

Welcome demo demo

Users

Email

test@testl.com

0 demo@demo.com

maxgoodwind@gmail.com

test@test.com

Name

testtestl

demo demo

Max Goodwin

Test Test

demo demo ~

Role

USER

USER

SUPER ADMIN

SUPER ADMIN
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CREATE DIGITAL KEYS

Account Managers can create time-sensitive Digital Keys for users they have added
to the system within the Management Software.

1. Click on the 'New Digital Key' box on the dashboard homepage (or on the left side

°icitain Smant
KEYS\ >4 Welcome Demo Demo Demo Demo ~
Access
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2. Describe what this key is to be used for (OPTIONAL). This field provides an extra
note for yourself/system as to who/where/when you are creating the digital key for.
For example key for technician for Friday business work hours.

KEYS\ s X Welcome Demo Demo Demo Demo ~
Access

Create a Digital Key

Description

E.g. Key for access during work hours

Select Smart Lock

Smart Locks

Select date and time range

2022-03-15 13:25 - 2022-03-15 14:25
Select users

User Name D

3. Select the smartlock for which you want to make the digital key for by clicking the
button in the ‘Select Smart Lock’ field. A drop-down list of all the smartlocks in your
account will appear (registered previously as outlined in section 4) - choose the
smartlock on your list you want to create the digital key for.
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Access

SR Digital keys

DIGITAL
KEYS'
Welcome Demo Demo Demo Demo ~

Create a Digital Key
Description
E.g. Key for access during work hours

Select Smart Lock

Smart Locks

ID: 5 | Name: Storage closet | Address: 2 Mirové nam., 360 01 CZ
ID: 17 | Name: Co-Lab shared office front door | Address: Level 1, 1 Tonsley Blvrd, 5042 AU

Select users

User Name D

Users : ]

Select the date and time you want the digital key to work for by clicking anywhere
inside the field box titled ‘Select date and time range’. This brings up the date and

time picker.

Click on the date you want the digital key to start working on

Click the date you want the digital key to expire (the dates will highlight)

Select the time you want the digital key to start working on by clicking on the drop
down time field boxes

Select the time you want the digital key to expire on the right time boxes.

KEVS

1 pigital Keys

Smart
Access

Welcome demo demo demo demo ~
E.g. Key for access during work hours
Select Smart Lock
Smart Locks :
Select date and time range
2022-03-25 12:58 - 2022-03-25 13:58
Mar 2022 Apr 2022 >
Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa
Name D
12

3 4 5 6 7 8 9

0 M 12 13 14 15 16 -
25 718 19 20 21 2 23

27 28 20 30 31 2 24 25 26 27 28 29 30

12 v 158 v FM v 1 v 15 v FM v

2022-03-25 12158 - 2022-03-25 1358 Cancel m
Description D
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8. Select the user that you want to make the digital key for in the drop-down user list (all
users previously added to your system will be displayed here)

KEYS“ Smart X Welcome demo demo demo demo ~
Access

Select users

User Name D

Users . [

Users

% Digital keys

maxgoodwind@gmail.com

test@test.com
demo@demo.com
test@testl.com

Role Description D

Roles : -

Cancel

9. Select the role of your user. Choose ‘ROLE-USER’ unless you want them to receive
additional features in their digital keys app such as ‘write to keycard’ (this is typically
done by the account administrator).

§ LS X Welcome demo demo demo demo ~
Access

Select users

User Name D

demo@demo.com s demo demo 10 -
173 Digital Keys
Select roles
Role Description D
ROLE_USER s 3 [ - |

Roles

ROLE_ADMIN
ROLE_SUPER_ADMIN

Cancel

10. Choose the type of digital key you would like to create (PIN (4 digit) PIN (8 digit),
app, keycard) by clicking in the corresponding boxes. Select if you would like an
automatic email go out to the user telling them a digital key has been created for
them, and how to download the digital keys app if they are a first time user, and/or
displaying the PIN. When all fields are filled in, click the submit button.
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b 4 Welcome demo demo demo demo ~
Select roles
Role Description 0
#1 Digitol Keys

Select type of Digital Key
OPIN(4 Digit) OPIN(BDigity OApp (OCard/Token
Ermail to User?

O

Cancel

11. The digital key is created and appears in the digital keys table list (e.g see below) -
this is a list of all digital keys that have been created) - if the dates for the digital key
created is current to the local time, the digital key will display as “ACTIVE”, or if you
log back in during the exact times the digital key is set for, it will display “ACTIVE”.
Digital Keys that have expired are displayed in the table as “EXPIRED”. All other
digital keys coming up in the future are displayed as “UPCOMING”.

The user will receive their digital key immediately in the digital keys app in the form
of an unlock button after you have generated the screen (if there app is open, they
simply refresh the screen). NOTE; The user you have created the digital key for will
have to log into the app with the email address you used when you added that user

Smart
e X Welcome demo demo demo demo ~
Access
Digital Keys
Digital Keys
S Digital Keys
ID Description Open Period Smart Lock Status
ﬂ Broadband Technician Key for Tuesday to Friday 2022-03-22 14:05-2022-03-2515:05  Co-Lab shared office front door | ID: 26
Plumber Key for Sunday 2022-03-22 10:58 - 2022-03-22 11:58 Co-Lab shared office front door | ID: 26
Plumber key for Friday 2022-03-25 10:57 - 2022-03-26 11:57 Co-Lab shared office front door | ID: 26

Plumber key for Wednesday business work hours 2022-03-22 10:54 - 2022-03-22 11:54  Co-Lab shared office front door | ID: 26
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53 REMOTE UNLOCK BUTTON

The ‘REMOTE UNLOCK BUTTON feature enables authorized users to unlock their
locks/doors at anytime without having to generate a digital key. This feature is handy
if you have infrequent visitors and you don’t want to generate a digital key and/or for
an end user who does not have the digital keys app.

1. Select smartlocks from the left side menu.

KE N X Welcome demo demo demo demo ~
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2. Click the padlock icon (see arrow) next to the smartlock you want to unlock and that
lock will unlock (the end-user will need to press a physical wake up button on the
lock for the unlock command to execute).

KEYS\ Smert X Welcome demo demo demo demo =
Access

Smart Locks

Smart Locks

& smart Locks m
ID Name Description \

Co-Lab shared office front door enter from southern end of car park up the exterior stairs E] =] cd ﬁ
a Storage closet Keeps the storage closet safe in the Grand Budapest Hotel E] = r_f @
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3. This unlock will feature in the events table (in addition to all other events) as shown

below.
<« C A Notsecure | access.digitalkeys.io/events & ¢ e | Update
kEvs\ iz:;:s X Welcome demo demo demo demo ~
Events
Events
Item Description Timestamp
Smart Lock: Co-Lab shared office front door Unlocked by demo@demo.com 2022-03-22 15:43
) tvents
Smart Lock: Co-Lab shared office frant door Created Smart Lock 2022-03-22 15:43
smart Lock: Storage closet Locked by demo@demo.com 2022-03-22 15:39
Smart Lock: Storage closet Created Smart Lock 2022-03-22 15:39
Smart Lock: Co-Lab shared office front door Locked by demo@demo.com 2022-03-22 15:39
Smart Lock: Co-Lab shared office frent door Created Smart Lock 2022-03-22 15:39
Digital Key: Co-Lab shared office front door 2022-03-22 04:05 - 2022-03-25 05:05 Created Digital Key 2022-03-22 14:06
Digital Key: Co-Lab shared office front door 2022-03-22 00:58 - 2022-03-22 01:58 Created Digital Key 2022-03-22 10:58
Digital Key: Co-Lab shared office front door 2022-03-25 00:57 - 2022-03-26 01:57 Created Digital Key 2022-03-22 10:57
Digital Key: Co-Lab shared office front door 2022-03-22 00:54 - 2022-03-22 01:54 Created Digital Key 2022-03-22 10:54

NOTE: After you hit unlock, someone will need to be on site at the padlock to touch
the ‘wake-up button’ on the lock (number 1 on the numberpad) which wakes it up, so
the unlock can be executed.
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5.4  DELETE DIGITAL KEYS

1. The ‘Delete Digital Key’ feature enables the account administrator to delete a users
digital key at any time. This feature is handy if the users end their need to have a
digital key in the original time span you selected for them (such as ending of a lease,
or if you don’t want a family or friend to have the digital key anymore for whatever
reason).

To delete a digital key select ‘delete’ from side menu bar as shown below. This will
then delete the digital key from the end users app, and wipe their PIN code from the
locks memory.

X Welcome demo demo demo demo ¥

Digital Keys

Digital Keys

£ Digital keys
D Description Open Period Smart Lock Status Delete

n Lock for the main door 2022-02-23 11:11 - 2022-02-23 12:11 Storage closet | ID: 5

Key for Main door 2022-02-17 12:46 - 2022-02-17 13:46 Storage closet | ID: 5 m m

Of course to delete a digital key, you need to first generate a digital key — see
previous section titled ‘Create digital key’.
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VIEW LIVE EVENTS

The Live event feature shows who opened which door/which smartlock at which
time. The Live Audit is useful for tracking movements of users throughout
buildings/sites and for arriving and leaving on sites. This feature is also useful for
knowing who has entered a room/space secured by the smartlock at what time —
similar to an employee time-card punch-in system.

i:;:s X Welcome demo demo demo demo ~
Events
Events
Item Description Timestamp
Smart Lock: Co-Lab shared office front door Unlocked by demo@demo.com 2022-03-22 15:43
|: Events

Smart Lock: Co-Lab shared office front door Created Smart Lock 2022-03-22 15:43
Smart Lock: Storage closet Locked by demo@demo.com 2022-03-22 15:39
Smart Lock: Storage closet Created Smart Lock 2022-03-22 15:39
Smart Lock: Co-Lab shared office front door Locked by demo@demo.com 2022-03-22 15:39
Smart Lock: Co-Lab shared office front door Created Smart Lock 2022-03-22 15:39
Digital Key: Co-Lab shared office front door 2022-03-22 04:05 - 2022-03-25 05:05 Created Digital Key 2022-03-22 14:06
Digital Key: Co-Lab shared office front door 2022-03-22 00:58 - 2022-03-22 01:58 Created Digital Key 2022-03-22 10:58
Digital Key: Co-Lab shared office front door 2022-03-25 00:57 - 2022-03-26 Created Digital Key 2022-03-22 10:57
Digital Key: Co-Lab shared office front door 2022-03-22 00:54 - 2022-03-; Created Digital Key 2022-03-22 10:54

NOTE: The unlock event, and all events automatically updates into the table within a
few seconds the event. This a view only feature.
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FOR MORE INFORMATION PLEASE CONTACT DIGITAL KEYS
DI GITAL \

Digital Keys Pty Ltd copyright 2020

Level 1, 1 Tonsley Blvrd, Tonsley,

South Australia, Australia

https://www.digitalkeys.io/
info@digitalkeys.co
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